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EXECUTIVBEBUMMARY

Hybrid IT is a term that refers to tlewmbined and simultaneous consumptiohcloud and
traditional IT models to delivdil servicein production.

This may includdifferent public cloud platforms simultaneously, traditional internal IT and
Cloud (private or public), use of l1aaS, PaaS & $a&8aS together, and various other
combinations that an enterprise may find effective.

Most importantly though, and thisiwhat this paper addresses, is how a business must shape
its IT Organization and modify the culture, processes, and systems to work between the
different operational models that each of these IT service frameworks brings. This can be very
difficult for amore traditional IT shop to deal with, and if not properly handledylead to loss

of control, key staff loss, service failure, grmatentiallybrand impact due to data breaches or
ASNDAOS GLI dzaSa

Leadergnust therefore understand the different eleentsof Hybrid IT what they imply
regarding operational modeland then shape their IT organt@a and processes to leverage
the different technology frameworks consistentiafely and efficiently.

HYBRID IT RESPONSIIBYMODEL

Dual or split responbility isaterm used to describe the relationship betweerCéoud Service
Provider(CSPand thebusinesstustomer ¢ften called the consumer or subscriber of cloud
service$. This relationship can be modeled in various ways to capture the roles and
responsibilities of both partie€reating a clear entb-end chain of roles and responsibilities
enables cloud partners and the enterprise IT groups to work together as a coodiisiatge

team, with each individual focusing on their special pdrhis coordinated effodlso creags

much more efficiency and speed for the IT organization, much like a highly efficient production
line.

If responsibility for services located in thewtl are not clearly assigned and managed between
the enterprise and the provider, thdoudbasedIT Services provided to thrisiness may end
up beirgincorrectlyconfigured, iconsistently managear non-compliant. This can lead to
significant businesdisruption and negative impact on the enterprise. For example:

1. The service may not be deployed ikkaown/legal/compliantgeographidocation, fault
domain orjurisdiction matched to the compay@requiremens.

2. Serviceelementeventsmay not be covered by theassumed supportentities, and
existing assumptions exposeal gaps(andmiscommunicatiopwhen ad R I @outagé
or breach occursleading to commercial impacts on the enterprise

© 2019 Open Alliance for Cloud Adoption - A Linux Foundation Project, Inc. ALL
RIGHTS RESERVED. 5
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A lroader range ofelement needto be congilered from a responsibility perspectivrethe
new modelwhich diffeis extensivelyfrom traditional IT nodels These includelementson two
axes as illustrated in the graphiwith varyinglevels of participation andesponsibility illustrated
in theintersect blocks

1. Viewpoints (where the shared roles & responsibilities are assigned)
2. Domains & Servicdsvhere the technology and processing are bundled)

Viewpoints:
Shared Roles & Responsibility

Enterprize

/

Cloud Provider

Workload Management
Service Management

Infrastructure

Function as a Service (Faa$S) r 1
Software as a Service (SaaS) r 1

Platform as a Senrice(PaaS)F ’ ' | ! |
Infrastructure as a Service (laa$) m

FIG 1: HYBRID RESPONSIBILITY MODEL

Domains:

This paper descritgthe Hybrid IT ResponsibiliModel (andprovidesviewsand best practice
recommendationghat canadvantageouslymprove cloud servicefor both the business anfbr
the technologyteamswho support the business.

© 2019 Open Alliance for Cloud Adoption - A Linux Foundation Project, Inc. ALL
RIGHTS RESERVED. 6
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INTRODUCTION

As business functions continue to migrate itiie realm ofcloudservice provides, busineses
are being forced to redefine the level of ownership and control they have overlibsiness
functions and technology footprint.

With & NI R A (i prenjidedesenvidogiments there was an assumed level of control, i.e. you
had exclusive ownership over every facet of the environment. From theoaiitioning,

power, and fire suppression systems to the flavor of hardware and operating s\sstiexction
software, and programming languagesou controlled it allintodayQ & Of 2 diie Y2 RS
resource ownership and decision ownershgs changed

BUT wur business is still dependent on the leveknbwledge, supportand contro| albeit
G a K| M&tBchrnblogy tears have over their environments.

LG A& alFAR GKFG &/ f zaoewhardhatsdmivialsd byiryShaddNdy R G |
20KSNBRE¢ @ {KFEFNAYy3 NBaz2dz2NDSa gAatt y234 AYLI Ol
have architected your service organization dmdolution. If architected properly, sharing

resources should not impact your &iness.

PROBLEMRESOURCE SHARING

What will impact your business is how to continue to have control over an environment that you

have 100% accountability for baffectively/z’™>  WNBF £ Q 2 6y SNA KA LI ¢ KA a

grasp in maintaining jurisction over the technology that supports your business.

In order to retain control and ensure sustainability over your technology environments, no

matter where they are, it will be critical to identify roles and responsibilities between the
technology teans and the cloud service providers, not just from a data and security perspective,
but for the whole technology stack. The lines that divide the roles and responsibilities can
quickly become blurred, or worse, assumed. Often Wilklead to significant ftallenges,

especially when changes or incidents occur, leading to confusion in the roles and responsibilities
of the supportteams and how they respondnteract with each other

© 2019 Open Alliance for Cloud Adoption - A Linux Foundation Project, Inc. ALL
RIGHTS RESERVED. 7
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PROBLEMTEAMALIGNMENT

Having nisaligned teams often leat significam challenges in not only how to respond to-off
premisesincidents but can also be disruptive for the technology teams that still need to
operate, maintainand support the vested epremises traditional environmentslf roles are
not clearly defined/ou could end uphaving on-premisesteams being s, supporting the off
premisescloud deployments while still maintaining operational support of thepogmises
environmentdeading to insufficientesources to support both

Alternatelyyoumayend up witha deprecating support staff whmavenot been given the
opportunity to train and support the offremisescloud environmentsleading topotential
disruption of the business that éependenton cloud

In either casethis willusuallylead to a gap itoth knowledgeandresources needed to sustain
the business.

PROBLEMPRODUCT MANAGEMENT BD&EVELOPMENT PROEES

The development space is crowded by another entity who is entitled to be developintipdiut
developmentand releasesnay have impact on yo evolvingl T services This entityisthe
serviceproviderand theirservice offerings across the entire cloud stack.

For exampleyou are developing a SaaS solution that is dependent on a PaaS build which

provides certain functionality needed to support your impleriien (1 A 2 y ® ¢ KS LINE @A RSNI
lacks somaeeded functionality so you develop a lolio address the gaps. As you ab®ut to

go live your provider releases an update that addresses 85% of your gap build addressing the

needed functionalitX @ y R y2¢g O2y F¥f AO0Ga LI2hasugtdevdiopetlle ¢A 0K K

This speaks to the need for coordination between the serviogigerQ development and
service releases and the consur@uild and deploy process. In the example abdJmetter
communication wagstablishedup front, thenthe developmehteam could have diverted
resources to other buildandabstractedthe missng functiorality in order to addresdpor the
interim, the PaaS shortcomings.

It is important forleadership to recognize that another entity, i.e. the cloud provider, can
introduce changeinto the operating environmenivhichcan potentially cause an inapt. It is
equally as importanthat the product management teams need esmderstandand align with
the provider§) o-atzd-depgoy roadmaps and timelines. This will enable dev teams to align
resourcesvith deploymentsenabling synchronization with chargeas they occur.
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PROBLEMEVERYONREEG TO KNOW WHAT IS GGINN

Keepngin mindthat there are multiple tearsacross the companyne must also recognize
that there aremultiple teans across the providenot to mention SaaS teams, vendors, &tho
areall working to deploy and maintain the solution environmeifitiis means that where
enterprise softwarebuilds were locked down and protected from charnmgeviously, that this is
no longer true

Datamanagementools arealsoneeded where they weraot needed before, and there is a
need to reexamine the architecture to support this new model. An oversight role is needed
ensurethat all parts of the system environment remain coordinated.

As discussed later in #hpaper as a best practice, tleeshould be &&ervice Ownewho is
supported bya TechicalLead There should also beontinuous reevaluation of the
architecture(as part of a regular procesa$ to whetherthe existingdeploymentis still

technicallycurrent or not.Performance oftirolee 2 FG Sy Ol f t SR (KS aiSOK f

the tech team, usually an architeetho coordinates with the product managemwner, strictly
followsthe development processand is accountable across the hybsigtvice chain

HYBRID IT

Hybrid ITrepresents a model of enterprise computing in which organizations deliver business
value using a combination of services and information technology (IT) resources hosted both on
premises and in the cloudHybrid IT came thought of as using different dediry models to host

the variouscomponents of an overall solution.

For example, a business may make use of pohlliecd-basedweb interfaces, ofpremises
service buses, cloddased storage solutions for long term retentj@md an oRpremises
applications KA OK f S@SNI 3Sa tFF{ 2N {FF{ 2FFSNAy3Ia

A hybrid model enables an enterprise to maintain a centralized approach to IT governance,
while leveraging cloud computingnd services that enable them to avdidir own
development/maintenance, andccelerate their overall service evolution delivery to their client
base.

The termhybrid ITisregularly interchangeavith the termhybrid cloudHybrid cloud can also
refer to a cloud architecturgrherea vendor who has a private cloudrms a partnerkip with a

(s}
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public cloudprovider- or a public cloud providdorms a partnership with a vendor that
provides private cloud platform3.hree primary cloud types can all be part of such a Hybrid
operating environment:

1. Private Cloud Typically orpremises ofan enterprise and dedicated to that one
enterprise

2. Public CloudTypically a shared environment, shared between many enterprises, usually
accessed over the internet, amongst other routes, with no one individual enterprise
aware of who the other consumesgse or whatinfrastructure or service endpointbey
share with them.

3. Community CloudSimilar to a Public Cloud, usually with a specific function range,
servicing a defined communitwith controlledaccessaind useg e.g, government
services, universitgampusenvironment industry specific groups, etc.

1C



Open Alliance for Cloud Adoption - A Linux Foundation Project:

Topic: Hybrid IT Resource Model i White Paper

SHAREMRESPONSIBILITY

AMODEL FORIANAGING SHARED RERBIBILITY

In order to structure the relationships and responsildktin a shared consumer/provider
environment, a model is helpful. There anailtiple approaches, and the following illustrative
model can be considered as a good base to start evaluatingoyganiation and clarifying
responsibility Within this model are two distinct roles

1. Qoud Provider
2. Qoud Consumer

For thepurposes of tis paper weuse theNIST Cloud Computing Reference Architec(NiST

SP 50292)scope:d ¢ KS /£ 2dzZR t NPPARSNI I yR [/ f2dzR / 2y adzY SN 2
Of 2dzR &¢eKkaSli SaWNesée o0f 201 a Ay (KS YAR&bttheProvider 6 S 02y a
YR / 2y&adzYSNJ Y& 06S O2yaARSNBR la axASglLRAYy(Ga¢

Cloud Consumer

=

laaS

SaaS

PaaS

4

[72]
©
L

~ Cloud Provider

FIG 2POSITIONING RESP@NSTY

https://nvipubs.nist.gov/nistpubs/Legacy/SP/nipexcialpublication50292. pdf

It should be recognized that theraust be a delineation of contrédasedon the cloudservice
modelbeing leveraged in each cas€heservicemodel in usge.g, laaS/PaaS/SaaS/FaaS/etc)
definesthe responsibilities of partieandthe service start and stop points for those
participating in managing the cloudervice This is illustrated in the model beldi&loud Service
Provider=CSP)

© 2019 Open Alliance for Cloud Adoption - A Linux Foundation Project, Inc. ALL
RIGHTS RESERVED. 11
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Hybrid IT Resource Model

Traditional IT laaS PaaS SaaS

Access Control Access Control Access Control Access Control

Administration Administration Administration Administration

Content Compliance Content Compliance Content Compliance Content Compliance

Application Application Application Application
Solution Stack

Solution Stack Solution Stack Solution Stack

Virtualization

Virtualization Virtualization Virtualization
Compute and

Storage
Virtual Machine

Compute and
Storage

Compute and
Storage

Compute and
Storage

Virtual Machine Virtual Machine Virtual Machine
Network

Network Network

Network

Data Center and Facilities Services
Consumer/Subscriber Responsibilities CSP Responsibilities

FIG 3RESPONSIBILITY WNELOUD SERVICE MODELS

Facility

I

-Prem Data Center

In order to ensure sustainabiligf operations for each service modéloth the provider and the
consumer need to identify their actors (i.eoles & responsibilities) and clearly assign service
and communication interface points.h@se defined interfaces specify the point where the roles
and responsibilities changand each igalleda éservice transfer poind &

The service transfer points between the Provider and Consumer are used to identify who has
what responsibility at whatime. In order to align technology teams with service transfer
points, businesses will need to change the way they map responsibilities for the different
aspects of the business function.

© 2019 Open Alliance for Cloud Adoption - A Linux Foundation Project, Inc. ALL
RIGHTS RESERVED. 12
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CKA& LINRPOS&aaz |ftaz2z Ol ffSR i tsSserniide SthhPthadster / Kl Ay € =
points between the various parties. These parties can include various IT departments
applicationsupportand operation teamshe cloud service providefas well asnvolvedSaaS

providers.

Layers of functions can rang®i network provisiomg, through platform services,
containerized services, miciservices, securityand data protection.

VIEWPOINT& DOMAINS

It is easier to define roles and responsibilities if we consider them &8 A S L2 A y (i Q
perspective.A number of viewpointmust be considered whictarry responsibilit amongst
them, and theycan differenormouslybetween the Consumer and Provideides in a Hybrid IT/
Hybrid Cloud environment

HybridDelivery

Hybrid Application Workload
HybridDevOps

Hybrid Infrastructure
HybridService Management

ok PE

Hybrid Delivery

Hybrid Hybrid
Application Service

workload Management

Hybrid Infrastructure

© 2019 Open Alliance for Cloud Adoption - A Linux Foundation Project, Inc. ALL
RIGHTS RESERVED. 13
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FIG 4COMPONENTS OF HYBRIRESPONSIBILITY

Based on the OACA model, wél nextconsider these viewpoints in detail and how they relate
to each other.

© 2019 Open Alliance for Cloud Adoption - A Linux Foundation Project, Inc. ALL
RIGHTS RESERVED. 14
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1-HYBRIDDELIVERY

IT is reshaping thGlobaEconomy. New forms of knowledgesulting fromin-depth Big Data
captureand analysiss rocking the foundations of many enterprises worldwi@enventional
service portfolio management and Enterprise Architecture are no longer meeting the needs of
the busness. Transformation and Innovation now go hand in hand as the creators of this new
world order. Itis not IT developing thesew solutionslt is the business users themselves. The
new business innovators exploit the myriad of new cloud services, suSha¥aaSandPaa$

to rapidly create new service offerings. These citimgegrators are creating complefenew IT
solutions injustdays.

The historical approach to Enterprise Architecture and Service Portfolio management can be
defined as the deMepment of standards that businesses had to use. There was little freedom. It
RAR y20 adzLlll2 NI ONBFdGA@GAGe G2 SylrofS | odaAiy
reality, rapid change is critical, so IT needs to change IT to accomplish teedJ to enable a

business to assemblts own applications and systems and rapidly bring those new IT solutions

to production very quicklyhile enablinghemto be repeatedly changednder their own

control and approval. All these changes are in congpdgtposition to conventional ITIL control
processes.

The new Hybrid delivery modelasthe heart of this transformation. Enterprise architects must
focus on creating an engine for change. Enterprise Architecture is no longer a puzzle made of
parts that have to fit together to form a predefined outcom&ather, itheeds to be viewed as a
game where there are predefined rules and resources thsinesgplayers can ulize to create
different products and functiongHybrid delivery delivers those services.

This does not mean that we abandon standards. Even a chess game has to have rules for the
players, or there will just be chaos. Amterprise architecture still needs rules to ensure

systems are interoperdé and adhere to governance requiremsrguch a record retention and
security. Enterprise Architecture needs to focus on enabling citizen integrators to build their
systems this is called DIY (DoYourself). Hybrid Delivery must deliver this capability.

Business appreciates the ease of being &blerder cloud services from providefsuch as
Amazorn. They want the same ease of provisiorgregossall of their IT services. Hybrid Delivery
must operate in the same wajHybrid ITService 2livery model acknowledges that all IT
services are no longeielivered from within the walls of an IT organizati@ervicemow can
come from the public cloud, SaaS providers, private clouds, virtual private clouds, and
traditional servicesln a HybridDelivery Model, IT must become a es@®p shopping source for
all IT services.

© 2019 Open Alliance for Cloud Adoption - A Linux Foundation Project, Inc. ALL
RIGHTS RESERVED. 15
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ITneedsto deliver an Integrated Hybrid Service Portfolio of-pmproved cloud providers and
Saas suppliers that meet the service level expectations of their Business etstdimey need
to ensure those services adhere to the governance policies of their enterprise. The graphic
below illustrates the Hybrid Delivery operational model.

Hybrid Delivery

Services
Broker

&
(% <
. < Internal 8 .
Business a St Hybrid Service % IT Service
Demand § Provider Portfolio 0% Supply
= g>
=

Business
Innovation Enabler

DIY: Do It Yourself Citizen Integration

FIG 5: HYBRID DELIVERY MODEL

AREAS WHERE A CHANGHYBRID DELIVERBYREQUIRED

Histaicaly, IT services were delivered individually. Development and integration of IT systems
was the responsibility of IT and businesses rarely developed any systems other than a few
complicated spreadsheets or Microsoft Access databases.

The Hybrid Deliwy operating model supports citizen Integrators and reduces the need for
business users to have to involve IT when they need to build or integrate systems together. To
accomplish this IT must transform theiperational deliverynodel in the following arest

1. Hybrid Delivery processes and roles.
2. Hybrid Delivery architecture.
3. Hybrid Delivery service portfolio.

© 2019 Open Alliance for Cloud Adoption - A Linux Foundation Project, Inc. ALL
RIGHTS RESERVED. 16
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1. HYBRID DELIVERRORESSES AND ROLES

Thegraphicin Fig &urther belowoutlines the work, roles, and OACA domains that Hybrid
Delivery impacts. le overall responsibilities of the shared responsibility model are as follows.

T

Deliver Service broker serviceghis is the ability to delivarraditional systems of

record, Sa§ Private cloudandPublic Cloudervices from one portal.

Deliver Servicd’rovider servicesEnsure that all services provided adhere to Enterprise
governance policie®(g, Record retention, Country of Origin) and meet business
service level expectations

Facilitate chargeback for all service$his ensures that departmentiat order the
services are charged for the services

Facilitate the purchase approval proces$his ensures that those who order the
services have the budget ftinem and that standard purchasing approval processes and
authorization are enforced.

Provisian Systems integration service$his provides a catalog of APIs to existing
serviceqoften with documentation)

Provision patterns of useThese patterns explain how applications should be
integrated together to ensure good operability and security

Deliver Business innovation enabler serviceBhese services provide consulting advice
on how to use the new citizen integration servieasl whichcloud service should be
O2yaARSNBR (G2 YSSG I OtASydiQa ySSRa

The OACA domains impacted include

= =8 =4 =4 -4 4 4 -4 -4 A -9

Financial Minagement
Enterprise Strategy (Business)
Enterprise Structure (Business organization)
Culture transformation

Skill development

Compliance management
Governance and control
Business process design
Procurement management
Commercial documentation
Portfolio management

17
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1 Project Management

Hybrid Delivery

To facilitate To facilitate Enterprise

To facilitate To facilitate

Roles service provider sericeibroker business business strategy enable
role e innovation by hybrid IT operating
advisor model
Functions, i s
v ers / Provision Facilitate a Eacllitate Facwrl‘ltate Facilitate Manage
Activities a service single portal and usage- purchasing S s Transform

culture and
skills

based Governance :
service

vendors

single service
delivery process

of sources to
reduce cost

from any
source

chargeback
and control

and approval
process

3. Structure
(Business
organization)
OACA 8. Business
Domains 6. Compliance S 9. Procurement 2. Commercial
11. Portfolio
management

FIG 6: HYBRIDELIVERY COMPONENTS

2. Enterprise
strategy
(Business)

7. Governance
and control

Change #1: IT must become a Service Broker.

Service brokerlT is responsible for facilitating the provisioning of services from any source to
the customer, facilitahgthe chargebacks for those services, and pring@ne-stop shopping
through a common portal for their customerd here are several processand systems that

need to be changed or developed to make this possiblese changeare summarized as

1 Development of a Hybrid Delivery Portal (Service Catalog) that is integrated to cloud
providers.

f LYGSaNrdAazy 2F /f2dz2R LINPJARSNRA oAffAy3

1 Implementation of an approval process and system integration thatiessthat when a
customer orders a service from the Hybrid Delivery portal, they have the authority and

budget to buy the service.
© 2019 Open Alliance for Cloud Adoption - A Linux Foundation Project, Inc. ALL

RIGHTS RESERVED. 18
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Change #2: IT must become a Service Provider

Service provideriThasthe responsibility to ensurthat the services thathey provide through
their portal meetthe required servicdevel agreements and the services offered meet the
governancepolicies of the enterpriseThe Hybrid Delivery Service catalog must document the
service levels of each service offdrand monitor he actual services as they are used.

Some Saa$S and cloud service providers may have service levels that do not meet thef aaeds
enterprise. The Hybrid Delivery portal must clearly state these limitatiofimit the use of

such services for product. IT must also manage the relationship with cloud providers and
address any shortfalls in service levels.

Change #3: IT must deliver Business Innovation Enabler Servi

Business innovation enablertThas a deeper or perhaps neesponsilility and roleto help
customesidentify the best method of delivering workloads. They need to be able to
recommendSaaSservices, Paa®r other delivery models to their customers and provide
integration advice

© 2019 Open Alliance for Cloud Adoption - A Linux Foundation Project, Inc. ALL
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2. HYBRIMELIVERY DOMAINARCHITECTURE

Change #4: Common Hybrid Delivery Portal

Hybrid delivery requires the implementation of a universal service delivery portal. This portal
enables a customer to understand the approved cloud services available, the service level
expectationsandthe costs whilefacilitating robust, ordemandordering and fulfillment
capabilities Theportal facilitates all approval cycles and provisioning activities with providers.
Theportal also needs to integrate all interndélivery systems andpprovedcloud poviders.

Below is an example of a Hybrid Delivery technical architecture.

Hylrid Delivery Technical Architecture

Business Demand Traditional Application Development Citizen Integrator Cloud Native Application Development

l Aggregated IT Catalog Charge Back Self Service Portal Knowledge Management Support e

Mobile

Hybrid

Delivery Work flow and approval system

System

Storage
Asa
Service

Service & Technology Orchestration (OO/CSA, Chef/Ansible, Vagrant, Swarm, Kubernetes, Mesos, ...)

Security Gateway

@.b e i |

Data . laa$ SaaS  gocial ‘
Analytics i
y! Collaboration Media

8 Tools

Security Gateway

A

A

v v
= =233 % Ll
5 B S-S e
Bare Private Data  Mobile  ypg
Metal Cloud As a Service 3

Hybrid Workloads
Integration

Integration Service Broker

Change & Configuration fll o0 Asset Software License
Management

Finance Performance

Hybrid Service
Management

Security Event
& .

Executive

g

FIG 7: HYBRIDELIVERY ARCHITE@ETUR

In most firmssuch an implementatiomwill require a significant overhaul of the provisioning
process, supporting tools, andrsee catalog taccomplish the desiredksult.
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3. HYBRID DELIVERBREICE PORTFOLIO

Change #5: Service Portfolio Transformation

A conventional Service Portfolicservice Catalog portal consists of services in the following
categories.

9 Accounts and Accesicludes WebLogin and TweactorAuthentication, ID Card,
Authority Manager, and more.

1 Backup and Storagencludes Encryption, Data Storage, and Backup services.

9 Business Intelligence and ReportinBusiness Intelligen¢providing analyzed data and
report summaries, to support decision making at both human and automated levels.

1 Communicationsincludes Telephones, Cell Phones, Cable TV, and more.

1 Consulting and Developmenincludes Business Solutions Consulting and Development.

1 Document and Digital A&t Management:Includes file sharing and document
management, electronic document storage and imaging, and muitipéetools such as
Google Apps.

1 Email and Calendaincludes Email & Calendar, Mailing Lists, and more.

1 Networks and Connectivityincludes Mtwork, WiFi, VPN, and more.

1 Productivity and Collaborationincludes video conferencin§,ontent Managementand
Instant Messaging

9 Security:includes desktop and mobile device management, antivirus, disk encryption,
SEIMand more.

1 Servers, Storageand Data:includes centralized server hosting, system administration,
virtual serversStorageand databases.

1 Software and Business Applicationisicludes software distribution and licensing,
service ordering, and application implementation and/or hosting.

9 Support and Trainingincludes an online help systeincident Management,
Knowledge Management, Technology Training programs, and more.

1 Web Development and Hostingncludes Web Services, WWW hosting, content
management systems, survey and form tools, arate.
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A Hybrid Delivery Service portal must facilitate the provisioning of these services, plus the
following new categories and enhancements to existing catalog items.

Enhancements:
1 Consulting and DevelopmenBusiness innovation enablemesgrvices need to be
added to the Professional service portfolio
1 Software & Business ApplicationSaaS must be added
1 Servers, Storageand Data Infrastructure as a service, private and public cloud services
must be added.

New Services
A number of newervices must also become part of the catalog

Platform as a 8rviceor Application Platform as a Service (aPa#3) category of cloud
computing services that provides a platform allowing customers to develop, run, and manage
applications without the complexity of building and maintaining the infrastructure typically
associated with developing and launching an app.

Functions as a &vice(FaaS)is a category of cloudomputing services that provide platform
allowing customers to develop, run, and manage application functionalities without the
complexity of building and maintaining the infrastructure typically asged with devéoping
and launching an app. It includes that ability to baifdapplicatiorusingdéserverless
architecture and is typically used when building misasvices applications.

Data as a &vice(DaaS)includes the ability to access data satsngweb service APls that
adhere to the REST architectural constraints

Change #6: Publish Application Architecture Patterns

© 2019 Open Alliance for Cloud Adoption - A Linux Foundation Project, Inc. ALL
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IT needs tgublishApplication Architecture patétrns of usehat describe how systems should

be assembled to ensure interepability and adherence to security policiés arditectural

pattern is a generakusable solution to a commonly occurring problem in software archite

within a given contex®®'#? Architectural patterns are similar to software design pattelus

have a broader scope. The architectural patterns address various issues in software engineering,
such as computer hardware performance limitations, high availalalitg minimization of a

business risk. Some architectural patterns have been implendenithin software frameworks.

Below is an example ah Application Ardkectural pattern of use.

Example: Composite application Architecture (multiple patterns)
Partner Services Application to dispatch and reimburse partners for service

App Config & Secure JOBC Connection
Local Data

Part Order
Wrapper

© mNpmewNE

3 Secured REST/ISON ——— Secure DB Cannection > 528 Flows

FIG 8: HYBRIDELIVERY APPLICATEXIAMPLE

2-HYBRID APPLICATIONDRKLOAD

Businesses in every sector today have a myriagpe€ialized-aaS and Saa¥erings and
services available to them which are tailor made for their industry and compliance
requirements. This makes it really easy for them to be able to bundle functions together as they

create new products and services and to thetireethose thai (G KS& R2y Qi FAYR STFTS(

However in order to stay competitive, they also usually need to develop their own special
elements of intellectual property in their processing chain, or else their competitors would
quickly duplicate and overtake them. Iddition, there may be very sensitive data that they do
© 2019 Open Alliance for Cloud Adoption - A Linux Foundation Project, Inc. ALL
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not feel comfortableplacingin the public cloud space and so rather retain it in the Private cloud
with secure connections to public cloud functionality. These proprietary elements of
development sensitive dataand controls are usually located within the company network and
its data centers.

The business applications that leverage functionality from the public environment and resources
GAGKAY U(GKS LINAGEFUS SYOANRYVYSY@yl BBNIKRGRaES @G SNY

It is often difficult for traditional IT teams to deal with thesasthey do not have contrabver

the public cloud functiondyut they are part of the critical business process chain. Monitoring,
governanceand administration neetb be set up tasupport the matrixedeams, who operate
these hybrid applications.

In addition, i has to be understood that the cloud provider will continue developing their

offerings in order to remain attractive to specific industries, and to atasad of the

competition. This forces the business consumer to stay up to date as well and drives a need for
DevOpsand IT Product Managemenf\b longer can onailoed teamjust build an application

FyR SELISOG Al (2 & NHzyAnGenNBafeBgeis that domeNdBhe Qdudt SR A y A (i 7
LINE A RSNRQYDUTEARBAYI&FFSE X (GKS LINPDBARSNI YIFE gyl
retire them, even although they may have become critical to your budiness

From the above, it is clear that the cloptbvider and consumer need to have working
communication and interfacdsetween themin order to manage these hybrid workloads,
understand each othé@needs, and coordinate associated activitida addition, dealing with
processing peaks is importagtand both sides need to be able to deal with scaling needs
interactively. These includiata and system access between the publicly located application
portions, and the privately located portions, so as to maintain-trdnd service quality for the
end onsumer.

HYBRID APPLICATIORRKLOAD PROCESSERS RALES

Processeshould be considered as follows for this dimension of the méaeich follows
below).

91 Application DeliveryFacilitate the delivery of all components of the application no
matter where they are located (between the provider and the enterprise)
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T

Integration Platform EnablementDeliver the Integration Platform as a Servicetuip

GOAGAT Sy AyGSaNY (2NAEE
Data & Information Servicegrovision the required data and supporting resources, as
well as the rules and classifications around the applications environments, for citizen

integrators to work within.
Provide the Integration Fabricreate, managgand provide the necessary elements

that citizen integrators will need to find, conneand integrate business functions,
business dateandmessage bus interfaca® as taurn them into operational services.

The OACA Domains impacted include:
1
1
1
1
1
1
1

A model representing Hybrid Application Workload and some of its dimensions follows below:

Hybrid Application
workload

IPaaS

IT Architecture
Applications
SaaS

Data

Al

't LQa

Functions
[Activities

OACA
Doma

Facilitate integration of
application delivery
options to meet user

workloads

Facilitate
Workload
analysis for
optimized
sourcing

i 19. IPaas (Integration
B Platform as a Service

Integrate
SasS with
enterprise
workloads

Provision integrated
platform as a service
to power users citizen
integrators and project
developers

Managing
APland
Providing
Artificial
Intelligence

Provide
local data
storage for
SasS

20.1T
Architecture

27 API’s (Application
Programming
Interface)

Applications

Provision of data and
information services

Modernize
workloads for
agility cost-
effectiveness

21,

27 Al (Artificial
Intelligence)

Provide integration
fabricit reduces
complexity, enables
self-service, and
integration reuse

Ensure
compliance
to enterprise
security
policies

22.SaaS

(Software as

a service

FIG 9 HYBRID APPLICATNURRKLOAD COMPONENTS
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HYBRID APPLICATIORRKLOAD DOMAINS &MRTECTURE

IDC (International Data Corporation) has described thette are three application
development platformsn regular use in todag enterprise application landscap&s™*

These platforms are:

I 1st Platform: Centralized Bnd/or Mainframe.

T 2ndPlatform: Decentralized IT, LAMernet Client.

91 3rd Platform Democratized ITDemocratized IT is an environment that enables anyone
to do the work that historically only IT did.

A Hybrid Application leverages the following capabilities:

1 Ability to integrate SaaS with baokfice systems.

1 Ability to facilitate dizenintegration.

1 Ability to migrate production workloads from a private, pubticcommunity cloud to a
separate private, publior community cloud provider on demand.

1 Ability to merge traditional deployments with software as a service (SaaS), across
various cloud types, public, private, etc., using managed dlesmurces

Almost allapplications todayre accessible via mobile devices and most back office systems are
now integrated in some way to cloud services.

Following is an example of a HybAgplication stack. There are thirty applications in this
system. Seven are in the cloud, the @nder areini KS Odza it 2 YSNR& RFGlF OSyd SN
different communication protocols.

27



Open Alliance for Cloud Adoption - A Linux Foundation Project:

Topic: Hybrid IT Resource Model i White Paper

———— Security Gateway

Hybrid IT Sales Force System model
«——— Tibco / Real time Integration

«~———— Informatica / Batch Integration
Cloud to Cloud
Apttus
ApoHL “— Other such as email
Sales ecosystem App#16
Lattice —]
Appia ROl Appi12
/
App#S LBV | App#13 T
App#6 Appit1
IDS#1 App#20

ITE  EETE

FIG D: HYBRIDVORKLOAD EXAMPLE

It is important to determine where each workload in the Hybrid Application Architecture is best
facilitated in order to address location and integration challenges. Determining where each
workload in a Hybrid Application Architecture is bleastedrequires consideingseveral
challenges.

Challenge 1: How do you decide where an application workload should be
placed?

Thefirst challenge in developing a Hybrid Application workload architectuledaing where

the componentworkloadsshouldbe placed. Thérst step is to classify the workloador

example:T resources with a utilization that grows or shrinks constantly over time experience

G/ 2yGAydz2dzat e / KFIy3aAy3a 2 2 Nbredhdpglythe corrést A RSY G A F& Ay
architecture to the deploynent model. Determiningzhichworkloads should remain in a

traditional data center angvhichworkloads should be migrated to a Cloud Service requires

some inrdepth analysis.

Several key areas of analysis must be considered when making these decisiersre-a few:

1 Location quantity, and capacity of data movement.
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1 Workload Patternglescribethe regularworkload experienced by applicationser a
defined period®®™

1 Workloads Static as a process descsifiged profiles oWorkload experienced by
applicationsunderspecificscenarios The service can be static, periodic, once in a
lifetime, unpredictable, continuoug changing, or high growthi-or example; what
does the workload look like at start of month logon.

1 Deploymet models employed by cloud providers and the different deployment options

for clouds need to be understood in order to architect the right solution.

WAN demands.

Seasonal or projeatriented capacity demands.

Security.

Countryand jurisdictionategulatians.

The speed of new service development requirements.

=A =4 =4 4 =4

I ANBFG Yrye @2A0Sa INB OFffAya 2dNBGREPIE & LI | C
your application on our platform servicésh § K SNBA ONE 2dzi adziAft AT S 2dzNJ Ly
service, ad wewill dynamically increase the supply of computing power as your application

aSNIDAOS NBIljdzANBa Al dé

All these options are viahlandmanymay be an excellent solution to your enterprises demand
However, there are many areas of impact on an application architecture that the placement of a
workload can dramatically impact. Thispact could bemitigated byidentifying thedApplication
Workload Pattera. For examplethe workload describes what the applt@n is experiencing. It
then uses this to measure the form of application utilizatfery, the number ofseasonal

requests, server logetc.) This is a good example of how an application experienangng
workload can benefit from cloud computing.

Change #1: Implement three key KP#® determine the impact of
workload placement

We believe there are three kgerformance indicator$o help determine the best location for
workload placement. They are:
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91 Application performance The performance ahe application service from the ug@r
perspective. If an application is slow from a @gwoint of view, it is now considered
down.

1 Response time to redime decision makingThe ability of the application to make a
reattime decision based on the dabeing collectedFor example: the sun is out, and
A G Qa |-brikgoh theRdecBeam vendors.

M Volume ofdata: Alldata must move over networks, the more data, the slower the
performance, the higher the networking cosejuiringhigher capacity to reet
demands.

Using these key K®1&ill simplify the decision process of application placement.

Challenge 2: How do you bring consistency to the application development
process?

With so many ways to build application stack, it